MATEPUAJIBI
JUTSI 4JICHOB MH()OPMAIIMOHHO-TIPOTAraHAUCTCKUX TPYIIIT
(mait 2021)

OCHOBHBIE ACHHEKTbBI TIPO®PUJTAKTUKU
KMBEPIIPECTYIIHOCTHU B PECIHIYBJ/IMKE BEJIAPYCbH

Mamepuan noozomosnen
Axaoemueri ynpaenenus npu Ilpesuoenme Pecnyonuxu benapyco
Ha ocnose ceedenuti Creocmeenno2o komumema Pecnyonuxu benapyco,
Munucmepcmea enympennux oen Pecnyonuxu benapyce.

Ungoepaghuxa no oannvim mamepuanam pazpabomana benopycckum
menecpaghHbiM a2eHmcmeom U pasmeweHa Ha e2o catime 8 pazoeie
«Hnghoepapuray (https:/lwww.belta.by/infographica/).

B nHacrosiee Bpemss HHTEpHET M KOMIBIOTEPHBIE TEXHOJIOTHUU
CTPEMUTENIBHO MPOHUKAIOT BO BCE CQephl KU3HEACATEIbHOCTH YEJIOBEKa.
C omHOIl CTOpPOHBI, 3TO OTKPBIBAET Iepe] OETOPYCCKUMHU TpaxKJaHaMH H
OOIIECTBOM Psi/i IEPCIIEKTUB, C APYrOl — BIICYET MOSIBICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHOe pa3BUTHE TEJIEKOMMYHUKAIMOHHBIX TEXHOJOTHUH,
CTPEMHUTENBHBIA  POCT 4YHUCIA JJIEKTPOHHBIX YCTPOMCTB W YCHYT,
NPEAOCTABISIEMBIX HACEJEHUI0 C UCIOJIb30BaHUEM HH(POPMAIMOHHBIX
TE€XHOJIOTUM, MPUBEJO K YBEIUYEHUIO KOJIMYECTBA KMOEPIPECTYIIICHUM.

benapycp, Kak M Jpyrue rocyaapcrBa, HE MOXET HWTHOPHUPOBATH
OPUHLMONAIBHO  HOBBIE  PUCKH, CBSI3aHHBIE C  I[POMCTEKAIOIIEH
nnpopmaruzamnuein. Kak ormerun B xozae VI Bcebenopycckoro HapogHoro
coOpanus Ilpesunent Pecnyonuku benapycs A.I'.JIykamenko, «He ymanss
NPEUMYILECTB, BO3MOXHOCTEH M MEPCHEKTUB, KOTOPBIE OTKPBUI YEIOBEKY
MH(QOPMAIIMOHHBII MUP, MBI JOJKHBI 0OpPAaTUTh BHUMAHHE HA €ro 0OPaTHYIO
CTOpOHY. VCKyCCTBEHHYIO pEalbHOCTh, KOTOpas Jaja 3€JEHBbI CBET
MaHUMYIALUSIM, OOMaHy, TMPECTYIUICHUSM, IOTBOPCTBYET HHU3MEHHBIM
WHCTUHKTAaM YE€JIOBEKay.

Bomnpocel  mudpoBoit  TpancopManuu  TPECTYMHOCTH  CETOAHS
SIBIIIOTCS OJHUMH W3 HauOoliee 310004HEBHBIX. M OT TOro, HacKOJBKO
3¢ (PEeKTUBHO yIACTCS MPOTUBOCTOSTH 3TOMY BBI3OBY, 3aBHCUT HE TOJIBKO
3allMIIEHHOCTh TpPaB M HWHTEPECOB TIpaKJaH, HO M HHQPOpPMALMOHHAS
Oe3omacHOCTh oOOmiecTBa u rocymapctsa. llpu 3ToM  yHUBEpcadbHBIX
MOAXO/IOB, MO3BOJISIOLIAX 3 PexkTUBHO IPOTUBOJICHCTBOBATh
BBICOKOTEXHOJIOTUYHBIM ~ MPECTYIUICHUSIM, HE BbIpa0OTAaHO HHU OJHUM
rocyZ1apcTBOM MUpaA.

Cnpasouno.
Hecmomps na npunumaemvie mepul, Ha NPOMAACEHUU NOCTIEOHUX JIem

6 Pecnybnuxe benapyce Habnooaemcss YCmouuugwvlii pocm Koauvecmaed
peaucmpupyemvix kubepnpecmynienuii. 8 2015 ooy — 2 440 npecmynaenui,
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6 2016 — 2 471, 6 2017 — 3 099, 6 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.

U3yuenue medxcoyHapoOHo2o onvlma noxasviéaem, 4mo yeeluueHue
yucna KubepnpecmynieHull C80UCMEEHHO OONbUUHCIEGY 20CY0apCmE MUpd.
K npumepy, 6 Poccutickoii @edepayuu uucio makux y20108HO HAKA3YEMbIX
oesnuti 6 2020 200y svipocno na 73,4%, a ux yoenvuwlii 6ec 8 Cmpykmype
npecmyntocmu cocmagut 25 %.

Cpenn ¢axkTopoB, CTUMYJMPYHIIMX POCT KHOepHpecTymJeHUM,
MOYKHO BBIJIETUTD CIIEIYIOLIE.

Onepeskaomue TemMnsl ocBoeHus cetd UnTepHer B PecnyOimke
beaapycs. Tak, B 2020 romy n#0dd HaceleHUs HAIlEW CTPaHHBI,
nonp3ytomierocss  MHtepHerom, coctaBuia 85,1%; 1o  MJIOTHOCTH
IIPOHUKHOBEHUSI IIMPOKOIIOJIOCHOIO J0CTyna B cerb MHTepHer bemapyce
BBIIIUIA HA CPETHEEBPOIIENCKHE MTOKA3aTENH, a 10 CKOPOCTH — Ha MEPEIOBbIE
MO3UIIMUA B MUDE.

YpoBeHb  KOMIILIOTEPHON  IpaMOTHOCTM  IPaXJAaH  HeJX0CTATOYHO
BBICOK, OTCTA€T OT CKOPOCTYI BHEAPEHHS] TeX WM HMHBIX KOMIBIOTePHBIX
CHCTEM B IOBCeJHEBHYIO ’KM3Hb. KpoMe TOro, MHOIME IpaKIaHe HEAOCTATOYHO
OTBETCTBEHHO OTHOCATCS K 3allMTE M 0€30MacHOCTH COOCTBEHHOW MH(OpMaIu u
JIMYHBIX JAHHBIX.

YckopeHHBIH nepexoa MHOTHX c(ep 00eCTBeHHbIX OTHOLICHMI,
BKJIIOYAS] TOBAPHBIN M JIEHEKHbIN 000pOTHI, B HHTEPHET-NIPOCTPAHCTRO,
BBI3BAHHBIN pacrpocTpaHeHueM KopoHaBupycHoi nndpekiuu Covid-19.

Pa3BuTHE AMCTAHIIMOHHBIX CIIOCOOOB COBEPILCHUS MPECTYIJICHUM, TPU
KOTOPBIX OTCYTCTBYET MPAMON KOHTAKT MEXIY 3JO0YMBIIUIECHHUKAMUA U KX
YKEPTBaMU, IPUBEJIO K TOMY, YTO KUOEPIPECTYIJICHUS YIIUTA U3 (PU3UYECKOU
PEATBHOCTA B OHJIAMH-IIPOCTPAHCTBO. B 1ENIsAX MPOTUBOAECHCTBUSA JAHHBIM
npaBoHapymeHusM, 26 mapta 2021 r. B Pecmyonuke benapycs ObU1 yTBEpKACH
KOMIUIEKCHBIN  TIJITaH ~ MEPONPHUSITUM, HANpPaBICHHBIX Ha IPUHATHE
3(pdeKTUBHBIX ~Mep 1O  MOPOTHUBOACHCTBUIO  KHUOEPIPECTYIICHUSM,
npoUIAKTUKE WX COBEPIICHMS, IOBBIIICHUIO HHGPOBON TPaMOTHOCTHU
nacenenus Ha 2021-2022 ropl.

YUmo makoe Kubepnpecmynnocms?
Ymo omnocumcsa K KOMRbIOMEPHBIM NPECMYnaeHUAM ?

B Hacrosmee BpeMs OpU  XapaKTEPUCTUKE  KOMIBIOTEPHBIX
NPECTYIUICHUI HUCMOJB3YETCS UENbId psl MOHATHHN: «UHPOpMAIIMOHHOE
NPECTYIUICHUE»,  «KUOEpPIpPECTYyIUICHUuEe»,  «IpecTylieHne B  cdepe
KOMIIBIOTEpHOU  MH(pOpPMAILIMNY», «IIPECTYIJIeHHEe B cdepe BBICOKUX
TEXHOJIOTU I, «BUPTYAIbHOE MPECTYIIICHUEY.

CornacHo IeHCTBYIOIEMY 3aKOHOIaTeNbCTBY Pecyonuku benapycs, B
COJIEp)KAHUE MOHATUS «KOMIBIOTEPHASI TPECTYMHOCTHY BKIFOYAKOT:

1) npecrymieHus MPOTHUB nHGOPMAIIMOHHON 0e30macHOCTH
(MomuduKaIusg KOMIBIOTEPHOH HMH(POpPMAIMKM, HECAaHKIIMOHUPOBAHHBIM
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JOCTYII K KOMIBIOTEpHONW WH(OpMaIMM, KOMIBIOTEPHBIM caboTax,
HEMPaBOMEPHOE 3aBjlaJIecHHE KOMIIBIOTepHOM wuH(opmalueit, pa3paboTka,
UCIIOJIb30BaHUE  JUOO  pachupoCTpaHEHHE  BPEAOHOCHBIX  IPOTpaMM,
HAPYILICHUE TPABWJI JKCIUIYyaTAllMM KOMIIBIOTEPHOM CUCTEMBI WJIA CETH U
p.);

2) XUlIeHUs TyT€M UCMOJIb30BaHUS CPEJICTB KOMITBIOTEPHON TEXHUKHU;

3) M3rOTOBJICHUE U PACIIPOCTPAHEHHE MOPHOTrpahUIECKUX MaTEPHATIOB
WM TPEeAMETOB MOpPHOrpadHUYecKoro Xapakrepa, B TOM UHCJIE C
M300paKEHHUEM HECOBEPILICHHOJIETHETO;

4) uHBIC MPECTYIJICHUS, TAK UM MHAYE CBSI3aHHBIC C UCIIOJIb30BAHUEM
KOMIIBIOTEPHOM  TEXHUKHU:  JIOBEJEHHE JI0O CaMOyOWiiCTBa  IMyTeM
CUCTEMaTHYECKOTO YHUKCHUSA JIMYHOT'O JIOCTOMHCTBA yepes
pacnpocTpaHeHne KaKux-Tu00 CBeJeHHH B ceTh VHTEpHET; pasrialicHue
BpaueOHON TailHBI; HE3aKOHHOE coOupaHue JIMOO pacHpoCTpaHEHUE
nHGOpPMAIIMK O YAaCTHOM KU3HHU; KJIEBETA; OCKOPOJIEHUE; paCIPOCTPAHEHHUE
JI0)KHOM MHQOpMalMU O TOBAapax M yCIyrax; 3aBeJIOMO JIO)KHOE COOOIIECHUE
00 OIIacHOCTH; INMHOHAX; YMBIIUICHHOE JHOO0 10 HEOCTOPOKHOCTH
pasriameHue TrOCYJApCTBECHHOM  TaWHBI; YMBIIUICHHOE  pa3malllCHUE
CITY’K€OHOM TalHbI U JP.

TakuM o00pa3oM, K KOMNBIOTEPHBIM NPECTYNJIEHUSIM OTHOCHATCS
IIPABOHAPYILEHUSA, IIPU COBEPIIEHUM KOTOPBIX CPEACTBA KOMIIBIOTEPHOMN
TEXHUKHU BBICTYNAIOT KaK OPYIUs COBEPILICHUS MPECTYIUICHUS JU0O0 Kak
MIPEIMET MIPECTYITHOTO MOCATATEIBCTBA.

Cnpagouno.
B 2020 200y 6 Pecnybnuxe Benapyco 6ceco 6vi10 3apecucmpupo8ano

95 muic. npecmynnenuti, usz Hux 6Oonee 25 mvic. — 3MO KOMNbIOMEPHbIE

npecmynienus (92% om komopwix cocmasisiu xuuenus). B mo oce epems

ewe 6 2014 200y ux uucnennocms cocmaensinia 6ce2o 2,3 molc., T.€.
HaoO1100aemca pocm _nododHbIX npecmynienuil oonee uem 6 10 pa3s.

B uem cocmoum yenv kubepnpecmynnuxkos?

Kak mnpaBuio, KuOepnpecTymHHMKHA BbIAAIOT ce0s 3a JoJed U3
JNEUCTBYIOIIMX HA 3aKOHHBIX OCHOBAaHUSAX OpPraHU3alMid W YYPEKICHUM,
4yT00bl 00OMAHOM BBIHYAUTH I'PAXKIAH PACKPHITH JUYHYK WH(OPMAIHIO
U NPeJI0CTABUTH NPEeCTYNNHUKAM JeHbI'M, TOBAPbI U/WUJIH YCJIYTH.

MuiieHpt0  KUOEPIPECTYMHUKOB  CTAaHOBATCA  MH(OpPMAIIMOHHBIC
pecypcbl, TpuHaAIexKalye 0aHKOBCKOMY CEKTOPY, TOCYIapCTBEHHBIM OpraHam
¥ KOMMEPUYECKUM OpTraHU3aIUsIM, a TaKke KOHPUIEHIInaIbHAs UH Hopmaius,
MIEPCOHAJIBHBIE TAHHBIE, UMYIIECTBO U JCHEKHbBIE CPEJICTBA TPAXKIAH.

Kaxkue euodwvt kubdepnpecmynienuii
8bIOCIAIOM 8 OMHOWLEHUU 2PaXcoan?



Haubonee pacnpoCTpaHEHHBIM BUJIOM MIPOSIBIICHUS
KHOCPIPECTYITHOCTH SIBIICTCS XMIEeHHE JIeHEeKHBIX CpeJCTB € KapT-
cueToB rpaxaaH. [Ipuuem B OOJBIIMHCTBE CIIy9aeB ATH MNPECTYILUICHUS
CTAHOBSTCSA BO3MOXKHBI B pe3ylIbTaTe OECIMEYHBIX JEWCTBUM CaMUX
MOTEPIIEBIINX, MPEIOCTABUBIINX PEKBU3UTHI JOCTYIa K CBOUM OAHKOBCKUM
CUETaM.

Cnpagouno.
3a nepevie mecayvt 2021 200a yoce 3aghuxcuposan pocm KomU4ecmed

XuweHuil ¢ OAHKOBCKUX Kapmouek oenopycog bonee wem Ha 270% no cpasrHeruio

¢ amum dice nepuooom 2020 2ooa.

[IpecTymHUKM 3aBIAJCBAlOT PEKBU3UTAMHU, HEOOXOJIUMBIMU IS
OCYIICCTBIICHUSI MPECTYMHBIX TPaH3aKIHH, TOCPEIACTBOM  CIEIYIOIIMX
CIIOCOO0OB:

1. «Quwuney. 10T HEODUIMATBHBIA TEPMHUH MPOUCXOAUT OT
anriuiickoro «fishing» («pwiOHas noOBIsA»). B KkadecTBe cBOeOOpa3HOM
«YIOYKW» TMPECTYIMHUKH HCIOJB3YIOT CHENHaIbHO CO3JaHHBIA HHTECPHET-
caiT ¢ (popMoii BBOJIa HA HEM PEKBHU3UTOB JOCTYyIa K OAHKOBCKOMY CUETY, a
B KQUECTBE «HAKUBKU» — HEKHWU COOOIICHHBIN MOTEPIIEBIIIEMY TPEIOT s
nepexo/ia Ha 3TOT CAMT W 3aIllOJHECHUS TIaTe)KHBIX PEKBU3UTOB.

Hanpumep, mpecTymHHK OTCIIeKHBAaeT Ha HWHTEpHeT-caiite kufar.by
CBEXKHE OOBSBIICHUS O TIpoAake uero-nbo. [[pocMoTpeB aOOHEHTCKUIT HOMED
aBTOpa OOBSABICHUS, HAXOIUT €T0 B 0JIHOM U3 MecceH1kepoB (Viber, Telegram,
WhatsApp) u BCTymaeT B IepenucKy, sikOObI JKeJiasi KyITUTh BbICTABICHHBINA Ha
npoAaXy IpeaMeT. 3aTeM epechliacT B MECCEHKEPE CChUIKY Ha MOJIIETbHYIO
CTpaHMUILy IPEIOTIIATHI, TJI€ MPOJIABIy HY>KHO BBECTU PEKBU3UTHI CBOCH KapThl
JUIsi TOro, 4YTOOBI TMOJY4YUTh JIEHBI'M OT mokynartens. Ilpu mepexone mo
TUIIEPCCHUIKE HEBHUMATEbHBIN HHTEPHET -110JIb30BATENb MOYKET U HE 3aMETUTh
MOJAMEHBI, TaK KaK MOJ00HBIC CTPAHUIIBI BU3YAIBHO CXO0XKHU ¢ 0OPMIICHHUEM
caiitoB m3BecTHBIX cepBucoB (Kydap, EPUIL, CDEK, benmoura, caiiTsi
Pa3NMYHBIX OAHKOB | JIp.). AApec MOMICIbHOM BeO-CTPaHUIIBI TAKKE MOXKET
HAIIOMUHATH peanbHBIN (kufar-dostavka.hy, erip-online.com,
belarusbank24.xyz, cdek-zakaz.info u np.). Ecau sxeprTBa «momanercs Ha
YVIOYKY» M 3aloJIHUT (OPMY, COOTBETCTBYIOIIME PEKBU3UTHI JOCTyIa K
O0aHKOBCKOMY CUETY OKa)XXYTCS Yy MpecTylmHUKa. Yepe3 curMTaHHBIC MHUHYTHI
3JIOYMBIIUIEHHUK OCYIIECTBISIET JOCTYI K OAHKOBCKOMY CYETY M MEPEBOJUT
JICHEe)KHBIE CpPEJICTBA HAa KOHTPOJIUpPYEeMble WM OaHKOBCKHE CUeTa WU
AJIEKTPOHHBIE KOIICJIbKH, 3apETUCTPUPOBAHHBIE HA MMOICTABHBIX JIMII.
Cnpagouno.

Haubonee uacmo onsa cosepuienus maxkozo 8uda KubepnpecmynieHul
6 benapycu 6 2020 200y ucnonvzosanacy unmeprem-niowjaoxa « Kufary.
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Tax, 6 2018 200y nocpedocmeom Hee ObLIO  COBEPUIEHO
51 npecmynnenue, 6 2019 200y — 126, 6 nepsom nonyeoouu 2020 cooa — 102,
60 emopom noayeoouu 2020 200a — 3 178.

['mmepcchbulky Ha (PUIIMHTOBBIC CATHI MOTYT TIEPECHIIATHCS HE TOJIBKO
B XOJ€ MEPENUCKH B MECCEHJDKEpax, HO M NpHU OOIIEHUH B COILIMATBHBIX
CEeTSX, a TAKXKE pa3MeIaThCad Ha JPYTHX CalTax, SKOObI YTO-TO MPOJAOIIMX
WJTU TIOKYTAOTIHX.

B nociennee BpeMsi y4aCTHJIMCH CJIYYad CO3AaHUS (PUIIHMHTOBBIX
caiiToB, OPMEHTHUPOBAHHBIX MO/ 3aMPOCHI MOJIb30BaTe/ieil B MOMCKOBBIX
cucremax. ['paxxaane nomnanaroT Ha HUX TpsMo u3 Google u SHaekca nocie
3anpocoB Tumna «bemapycOank nuuHBIM KabuHeT», «bemarponpomOank
WHTEPHET-OaHKUHT» U T.J. YBHUJEB 3HAKOMBIN 3ar0JIOBOK M JIOTOTHII caiiTa B
BbIIaUu€ PE3YJIbTATOB TOMCKA, HO HE YJAOCTOBEPHUBIIMCh B COOTBETCTBUU
aapeca calta JEWCTBUTEIHPHOMY JIOMEHHOMY WMMEHHM OaHKOBCKOTO
YUPEKJICHUS, TTOTEPIICBIIMNA 3aMOHIET OTKPBIBIIYIOCS (POpMY aBTOPHU3AIUH,
JAHHBIC KOTOPOU OTHPABISAIOTCS HE OAHKY, a TPECTYITHUKY.

Cnpagouno.
3auacmyio npu noomene OpUSUHATLHBIX CAUMOS DUUIUHZOBBIMU 6

UMEHAX OAaHHBIX Pecypco8 YKA3aHbl HAUMEHOBAHUSl,  CO38VYHblE C

HA36AHUAMU OAHKOSCKUX yupedcoenuti u cepeucos: belarusbank-erip.online,

ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u unsie. Ilpotios no maxomy

Ganvui-aopecy u 68e0s1 KOHPUOEHYUATbHBIE CBEOEHUS, UeNl08eK OMNPABU M

UX HeNnocpeoCmeeHHO MOUEHHUK).

2. «Illomowp Opyey». JlanHbIM croco0 mpecTyIyieHW ObuUT HamOosee
pactipoctpadeH B 2017-2019 rogax, HO HE MOTEPsUT CBOEH AKTYaJIbHOCTH U
cerogas. CHaudana TPECTYMHUKH TyTeM Moa0opa Maposis Wik (DUIIMHTa
OCYILIECTBIISIOT HECAaHKIIMOHUPOBAHHBIM JOCTYN («B3JOM») K CTpaHHUIIAM
conualibHbIX ceTeld (B ocHOBHOM — «BKourtakrte»). Ilocie storo uHbIM
MOJIH30BaTENSAIM, JHO0ABICHHBIM B pa3fen «Jlpy3bsh» B3JIOMaHHON CTpPaHUIIB,
pacchlIalOTCA COOOIIEHUSI C TPOCKOOM MPenaocTaBUTh (GoTorpaduio MU
JaHHBbIE OAHKOBCKOM IUIATEKHOW KapThl MOJ Pa3IUYHBIMU TMPEIJIOTaMH,
HanmpuMep, 4ToObl CPOYHO ClIeNIaTh KAKON-TO OC3HATMYHBIN IIJIATEX, TaK KaK
KapTOYKa 0OpaTHUBIIETOCS SKOOBI 3a0J0KHpOBaHa. TakXke 3JI0yMBIILUICHHUK,
CKPBIBAIOIIMICS T10]T UMEHEM JPYTa, MOKET MIPOCUTH IIEPEBECTH EMY Ha KapTy
OMPEACIICHHYI0 CYMMY JICHET B CBS3U C BHE3AIMHBIM IOIMAJaHUEM B CI0XKHYIO
KU3HEHHYIO CUTYyaluto. JloBepUrBbIi MOJIb30BATENb, [1OJIArasi, 4To OOUAETCS
C HACTOSIIMM BJIAJIETbIIEM CTPAHUIIbI, MEPEBOAUT JEHBIU JIMOO COOOIAECT
NPECTYINHUKY PEKBU3UTHI CBOEH OAHKOBCKOM KapThl (@ 3a4acTyl0 — U KOJ
0e30MIacHOCTH, BBICBIIIACMBIN B SMS-coo0menun OaHKOBCKHUM
YIPEKICHUEM), TIOCJIE Yero C €ro KapT-cueTa IOXMINAIOTCS JICHEKHBIC
CpeACTBa.

Cnpagouno.
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Ewe o0num 6uoom mowennuuecmea 6 COyuanbHbix cemsx, C63aHHbIM
C NnomMoOwbio Opyaum JIH00AM, S6IAemcs O0eAmelbHOCMb halbulieblx
0nazomeopumenbHbIX POHO08, KOM OPbBIE OCYULEC 6NAIONM COODP OeHe Ha
Jeyenue. B makux cayuasax MoOweHHUKU — co30aiom  cpynny u
PAcnpoCmMpanaiom uHGOpMayuio 0 mom, 4mo aKoobl HyHCHbL Cpedcmaa OJis
JledeHUsT mANCelo00IbHO20 uenoseka (0cobenHo ywacmo — peberka). Ymoowt
He nonacmuvci Ha YOOUKY MOUIEHHUKO8, He00Xo0umo 6ce2oa
3anpawiueams OOKYMeHn bl U OONOTHUM el1bHble CBCOCHUA .

3. «Buwuney IPOUCXOANT OT aHTIIMKCKOro «voice fishing» («romocoBoii
(UIIMHD» WA «T0JIOCOBast pbIOHAs JIOBJA»). JlaHHBIH CrIOCO0 BBIpaXkacTCs B
OCYILIECTBICHUU 3BOHKA Ha aOOHEHTCKHI HOMEp IMOTEPIEBIIETO WU B €r0
aKKayHT B MecceHkepe (B ocHoBHOM, 310 Viber mim Telegram). B xome
TOJIOCOBOTO OOINEHUS MPECTYMHUK MPEACTABIACTCS paOOTHUKOM OaHKa WU
npaBooxpanuTenbHoro oprana (MB/], KI'b, CnenctBeHHOro KOMUTETA) U MOJT
BBIMBIIUICHHBIM TPEIoroM (MpeceueHnue MOoA03PUTEIbHON TpaH3aKIUH,
MOBBIIICHUE YPOBHS O€30MAaCHOCTH TMOJIb30BaHUSI KapTOM, IepernpoBepKa
MacHOPTHBIX JaHHBIX Biajesiblla OAHKOBCKOIO CY€Ta W T.lI.) BBIICHSET Yy
MOTEPIICBIIETO CBEJECHUS O HAJUYUM OaHKOBCKUX IUIATEKHBIX KapTOUEK,
cpokax ux nerctus, CVV-komax (Tpex3HayHbIl KOJ Ha 0OpaTHOW CTOPOHE
KapThl), MACMOPTHBIX JaHHBIX, SMS-Komax c IeIbI0 XUINCHUS JCHEKHBIX
cpeacts. B psnme ciiydaeB 3JIOYMBIIUIEHHUKAM M3BECTHBI HEKOTOPBIE
PEKBU3UTHI 0AHKOBCKUX MJIATEKHBIX KAPTOUYEK, a TAKKE AaHKETHBIC TAHHBIE JIHII,
Ha UM KOTOPBIX OHU BBIMYIICHBI.

B OonpmmHCTBE CcioydaeB MPU COBEPIICHUH 3BOHKOB MPECTYMHUKU
ucnons3ytot [P-tenedonuro.

Cnpagouno.

Ynpowenno, |P-menegponuss — smo cucmema meneponnol ces3u
nocpedcmeom cemu  Hnmephem, npeodocmasiaowas BO3MONCHOCHb
OCYWeCmIeHUsT  360HKO8 U  20]I0C08020 OOWEHUsL U3  CHeYUATbHbIX
NPUNIONHCEHUU C AOOHEHMAaMUu MOOUTbHLIX U CMAYUOHAPHBIX MelledhOHHbIX
cemeltl.

Ilpu makom exo0awem 360HKe Jicepmea GUOUM HA IKpAHe
MOOUIbHO2O mene@orHa b0 NOOMEHHbLL HOMep, TUO0 0adxdce KOpOMKUll
HOMEp OaHKA: COBpeMeHHble NPOMOKONbl MOOUTbHOU meneoHuu u
Pa3iuyHble KOMNbIOMEPHbIE NPOSPAMMbL  NO3BONAIOM  OCYUECEIAMb
nodobHvle menegonnvle 360nku. Ceou ycuyeu 6 dmom npeonazarom
Ppa3iuyHble NIAMHble CEPEUCHL U CALIMb.

s moeo, umobbl 00CMOBEPHO YCMAHOBUMb, AGNAEMCS U HOMED, C
KOMOp020 NOCMYNUNL 360HOK, AOOHEHMCKUM HOMEpOM MmenehOHHOU cemu
uau uoenmuguxamopom IP-meneghonuu, nHeobxooumo Hanpasumo 3anpoc
(3anpocwl) 6 coomeemcmeaywue MmeieKOMMYHUKAYUOHHbIE OP2AHU3AYUU
Pecnybnuxu benapyce.

[locneacTBusi  UCHOIB30BAHUS ~ 3JOYMBIIUICHHUKAMU  TOJA00HOTO
crioco0a MOIICHHUYECTBA ObIBAIOT BEChMa MeYaIbHBIMH.



Cnpasouno.

Taxk, nanpumep, 8 konye mapma 2021 200a 310yMblULIeHHUK NO360HU
yepez Viber 66-nemnueit orcumenvrhuye bopucosa u npeocmasuics
COMPYOHUKOM ClYoHcObl bezonacHocmu oanka. OH coobwun, umo 8 yeusix
npeceueHuss XUujeHus ¢ OAHKOBCKOU MNIAAMENCHOU KAPMOUKU IHCEHUWUHE
HeoOXo00UMO  YCMAHOBUMb  ONPEOeNeHHOe  NPUNONCEHUEe  YOAIEeHHO20
oocmyna, cooouums KoObl KAPMbl U NPUCTAMb CKPUHWLOMbL U3 MOOUTLHO20
bankuHea, umo oHa u coenana. I1ozce, 3ano0o03pue HeraoHoe, NeHCUOHePKA
nowwia 6 OaHK U OOHApYI’CULA, YMO C ee Kapm-cuema nponano noumu 40
mulcsy pyonetl.

4. Ce0b600HbIL 0ocmyn K bankosckou kapme. He Bcerna st XUIeHUs
Cc OaHKOBCKUX CUETOB HCHOJIB3YIOTCS XUTpPbIe CXeMbl. B psge ciiydaeB
NPUUYMHAMH 3TOTO CTAHOBATCS yTepsi OAHKOBCKUX KapT, OCTABICHUE UX B
JIETKOJOCTYITHOM MECT€, WX Mepelada WMHBIM JIMIAM I OCYILECTBIICHUS
pa3oBbIx Iwiarexked. Ilpu >TOM yBeaMUMBaeT PUCK oOcTaTthcsa 0e€3
3apaboTaHHBIX JEHEXKHBIX cpeactB xpaneHue PIN-koma psmom c kaproit
(HampuMmep, 3amMCaHHBIM Ha OyMakke B KOIICIbKE WM Ha CaMoi
O0aHKOBCKOI KapTe).

Pa3HOBUIHOCTBIO MOJOOHOTO JIETKOMBICIHUS  SIBJSIETCS  XpaHECHHUE
dboTon3z00pakeHN OAHKOBCKUX KapT WM TUIATEKHBIX PEKBU3UTOB B TAMSITH
MOOMJIBHOTO TelieoHa, B TMOYTOBOM aKKayHTE€ WM JIMCTAHIMOHHOM
oOnayHoM xpaHwiuine. [Ipy HECaHKIMOHMPOBAHHOM JIOCTYIE K TaKOMY
XpaHWIHII TMPECTYIMHUK TOJIydaeT W OeCHpensTCTBEHHBIA JIOCTYN K
0aHKOBCKOMY CUETY €ro BJIaJIeJIbIIa.

5. Ilokynka ¢ npedonnamoti. Hanbosiee NpUMUTUBHOM, HO OT 3TOTO HE
MeHee paboTaroieit (HOpMOii MHTEPHET-MOITIICHHUYECTBA SIBJISIETCS pa3MEIICHUE
MPECTYMHUKAMU Ha BUPTYATIbHBIX TOCKaX OOBSBICHUM, TEMAaTUIECKUX CaliTax, B
COIMAJIBHBIX CETAX, TPYIIaX MHTEPHET-MECCEHKEPOB OOBSIBICHUIN O ITPOJIAKE
KaKHUX-JIMOO TOBAPOB IO «OpOocoBbIM» IieHaM. Ho /17151 mostyuenus ToBapa (SIKkoObl
MOCPEJACTBOM TIOYTOBOM MEPECHUIKM WU CIY)KObI JOCTaBKU) TpeOyeTcs
MEPEUUCIICHUE MPEAOIIAaThl WJIM 3aJaTKa Ha YKA3aHHBIE <«IIPOJABIIOM)
O0aHKOBCKYIO KapTy WJIH 3JIEKTPOHHBIN Ko1tiesek. [[paBaa, mocie nepeyrciaeHus
OKHMJAaEMBbII TOBAp TAK U HE MTOCTYMAET, a «IPOJIABEI» NEPECTAECT BHIXOAUTH Ha
CBSI3b.

6. [llanmaoic. B HEKOTOPBIX CITydasix 3TI0YMBIIUICHHUKN MOTYT YTPOXXaTh
pasmIalicHuEeM  pPa3lIMYHbIX KOMIPOMETUPYIOUMX CBEACHUM C ILEJIBIO
BBIMOTAaTENbCTBA. Hampumep, MoiydrB HECAHKIIMOHUPOBAHHBIM JOCTYI K
UuTepHer-pecypcam  (CTpaHMIlaM B COLMAIbHBIX CETSIX, MEPENucKe
AJEKTPOHHBIX MOYTOBBIX AIIMKOB U OOJAYHBIM aKKayHTaM) U 3aBJIaJeB
U300paXEHUSIMU, HE MpPEeIHA3HAUYCHHBIMH Ui MYOJWYHOIO MPOCMOTpA,
NPECTYHUKHU BCTYMAIOT B MEPENUCKY C MOTEPIEBIIMMH, TpeOys pa3HbIe
JICHEKHbIC CYMMBI U YIpOKas B CJIydae OTKa3a paclpOCTPaHUTh UX B CETH
HNurepner.
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7. Unvie mowennuyecmsa. Takxke MOXHO BBIACIUTH €IIE HECKOJBKO
TUTIOB MOIIICHHUYECTBA, KOTOPHIE B HEJaBHEM IPOIIIIOM 3a4aCTYIO YCTICIIHO
UCIIOJB30BANIMCh Ha Tepputopun Pecnyonuku benapycs:

o [TpochObI MOMOMHUTE CYET OMPEICICHHOTO HOMEpa MOOMIHBHOTO
TeneoHa WM TUIATEXHOW KapThl B BHAe: «Mama, MOMOJHU CYET HAa
20 pybneii. MHe He epe3BaHUBal — MO3Ke NMepe3BoH0. Hy:kHO cpodHo!».

o 3BOHOK € HOMeEpa Jpyra WId pOACTBEHHUKA, B KOTOPOM
co0eceTHUK YTBEPKAAET, YTO OH COTPYIAHUK MPABOOXPAHUTEIIHHBIX OPTaHOB,
POCUT BO3HATrpaXkJeHue, oberasi mpeJoTBPATUTh BO3OYKIEHUE YrOJIOBHOTO
Jieia B OTHOIICHUH OJIM3KOTO YeoBeKa.

o Kornma MomeHHUK 3BOHHUT U Cpa3y OTMEHsSIET BbI30B. [lepe3BoHUB
Ha OTOOpa3UBIIMIICS HOMEpP, a0OHEHT CIBIIUT aBTOOTBETYHK WIIU TYIKH, B
3TO BpEMs CO cueTa ero MOOMJIBHOTO TejedoHa CIHUCHIBAIOTCS JIEHBIU, TaK
KaK BBI3OB COBEPINACTCS C MPUMEHEHUEM Iepeajipecallui Ha TIIaTHBIMI
HOMED.

o Korna mpuxoaut SMS-coo01rieHre 0 HEKOEM BBIMTPHIIIE, MOCTE
4yero abOOHEHTY NpeiJiaraloT OTIPABUTH IJIATHOE COOOIEHHE B OTBET WIIH
OTHPaBUTh HEOOJIBIIYIO CYMMYy Ha OaHKOBCKYIO KapTy ISl TOJXY4CHUS
(JTKEBBIUTPHIILIAY.

o Korga npuxoaut SMS-cooOiieHre ¢ TUIEPCCHUIKOM, MPOW IS MO
KOTOPOH IMOJIb30BaTENb 3aITyCKAET MPOIECC CKaUYMBaHUs BUpPYyca.
o Korma mocTymaer 3BOHOK OT «HPEIACTABUTENS COTOBOTO

ormiepaTopa», BO BpeMS KOTOPOrO 3JIOYMBIIDICHHUKH  TpeajararoT
nepepeructpupoBath SIM-kapty. Ilpu 3TomM monB30BaTENh  BBOAMUT
CIielIMaJbHBIA KOJI WJIM oTmnpaBisieT SMS-cooOiieHue, mocie yero ¢ 6agaHca
€ro MoOOUJIBHOTO TeJie(pOoHa CIIMCHIBAIOTCS JCHBIH.

° Korga mpuxomut SMS-cooOmieHrne WM TOCTymaeT 3BOHOK, B
X0JIe KOTOPOTro cooOIaercs, 4To aboHeHT He oraTui mrpad. Ilocne storo
YeJIOBEKY IpeJjIaraeTcsi MPOU3BECTH €ro OIUIaTy, MEPEYUCIUB JEHBIU Ha
«CTeUHaIbHbBIN» PAaCYETHBIA CUET WJIM MOMOJIHUB OAHKOBCKHUH CUET.

o Korga npuxoaut SMS-coobienne ¢ nHopMaImer o ToM, 9To
NJjaTexHas KapTa 3a0J0KUpPOBaHA, W YKa3bIBAETCS HOMEpP, MO KOTOPOMY
MOXXHO TIOJYyYUTh CHpPaBKy WM momonp. Ilocie 3BoHka y aboHEHTa
sanpanmBatoT PIN-kon, CVV-kop (Tpex3HauHbl KO Ha 00paTHOM CTOpOHE
KapThl), HOMEP KapThl U JIPYrHe JaHHBIC, HEOOXOAUMBIC JJIs CHATHUS JACHET C
0OaHKOBCKOI'O CUETA.

Kakue cnocoovt moutennuuecmea 0vi6aiom ¢ OMHOUEHUU IOPUOUYECKUX
JUY U UHOUBUOYATIbHBIX NpeonpuHumameneu?

KubepnpecTymiieHus NTpuuuHAIOT yiiep0 He TOJIbKO rpaxaanam. Yacto
JNEUCTBUSL 3JIOYMBIIUICHHUKOB HANPAaBJICHbI HA 3aBJAJICHUE JCHEKHBIMHU



CpeaCTBAMM KPUAMYECKUX JHUL (IpeInpuATHH, YUYpeKIeHUN U
OpraHu3anMii) ¥ UHIAMBUAYAJIbHBIX NpeanpuHumaresed. Ho u 3xech
TJIaBHBIM ~ YCJIOBHEM, JIAlOIIMM BO3MOKHOCTH COBEPIICHHS IMOJ0OHBIX
3MOACSIHUM, SIBIACTCS «4YeloBeYeCKHil (aKTop», T.e. TpyOble OIMOKH,
JOITyCKaeMble pa0OTHUKAMU: OT PYKOBOJUTEIIEH 10 CEKpeTapeit, OyxrainTepon
Y MEHEDKEPOB. Bee yalle moTeprieBIIMMHU CTAHOBATCS TE€ FOPUAUYECKUE JIMLA U
VWHIUBUyaJIbHbIE MPEINPUHUMATENN, KOTOPBIE OCYILIECTBIISIIOT CBOIO
JESATEIbHOCTD MPU MOMOILIM 3apYOEKHBIX KOHTPAreHTOB.

Cpean Haubornee TUNUYHBIX (OPM TMOCATATEIBCTB XAKEPOB Ha
JICHE)KHBIE CpEJICTBA M OXpaHsEeMYl0 HHGOOPMAIUIO IOPUAUYECKUX JIUII
spisitorcss BEC-amaxu (ot anrmmiickoro: «business email compromise» —
KOMITpoMeTalusi Ou3HeC-MEePENUCKU ).

Peanu3zaiius mnomoOHONW CXEeMbl XWIIEHHUS BO3MOXKHA TMOCPEACTBOM
MOJY4CHUsI HECAHKIIMOHUPOBAHHOTO JOCTYIA K AJIEKTPOHHOW MOYTE OJIHOU
U3 CTOPOH cHeNKu. B 3Toil cuTyauuu 3JI0YMBIIUIEHHUKN OO0JalaroT
uHpopMaleld 0 IpeaMeTe, YCIOBUIX JIOrOBOPA U MOTYT BECTH MEPENUCKY,
HE BbI3bIBasi MOJO3PEHUS (B Cliydae HEOOXOJUMOCTH HMMHU HaNpPaBISIOTCS
JIOTIOJTHUTENIBHOE COTJallieHue, cueT-mpodopma (MHBOIC) ¢ M3MEHEHHBIMU
pEeKBU3UTAaMU  OAHKOBCKOTO  CY€Ta W KOHTAKTHbIMM  JaHHBIMH
npeacTaBuTeNeld (GUPMBI TyTeM UX «HAJIOKEHUS Ha MOJTOTOBJICHHBIE paHee
Y COXpaHEHHbIE B COOOIICHUSIX TOKYMEHTHI).

Kpome TOro, wumerorcsi ciydyad, KOrja OT HMEHHU OEJIOpyCCKUX
CYObEKTOB XO3SIICTBOBAaHMS TMOCJIE€ B3JIOMa HMX KOPHOPATHUBHON MOYTHI B
aapec 3apyOeKHbIX MapTHEPOB TaKXK€ HAMNpPaBISUIUCh NUCbMa, cYeTa-
npopopMbl ¢ HU3MEHEHHbIMH OaHKOBCKMMM pEKBU3UTaMH. B pesynbrare
JICHEe)KHBIE CpEJICTBA, IPUUUTAIOMMECS OCIOPYCCKUM TMPEANPUITUIM 34
MPOU3BEJICHHYIO (TMIOCTABJICHHYIO) MPOAYKIIMIO, IEPEeBOJIUIINChL Ha CYeTa
MOILIEHHUKOB.

Taxke  BO3MOXKHA  cUTyalus, KOrJa IIOCII€  COINIACOBAaHHUS
CYLICCTBEHHBIX YCJIIOBUH KOHTpakTa C 3apyOekHbIM MapTHEPOM, a B
OTACIBHBIX CIy4YasX W €ro NOJANHWCAaHUusA, Ha JJICKTPOHHYIO IIOYTY
opranu3anuu (MpeanpusITUs) NPECTYNHUKAMU HaMpaBiIsieTcsl COOOIICHUE
SIKOOBI OT UMEHU COTPYJHMKA WHOCTPAHHOTO KOHTpareHTa o0 M3MEHEHUHU
PEKBU3UTOB OOCTYKHBAIOIIETO0 OaHKa W HEOOXOAUMOCTH TIEPEUHCICHUS
JICHEKHBIX CPEJICTB HA HOBBIM cueT. IIpum 3TOM aapec 31MEKTPOHHOMU MOYTHI
MOILIEHHUKOB MMEET CYIIECTBEHHOE CXOACTBO C pEajbHbIM, YTO 3a4aCTYHO
ocraeTca He3aMedeHHbIM. [locienyromas nepenucka yKe OCyIeCTBISETCS C
KubepnpecTynHuKkaMu. Janee moa mpeasioroM omjiaThl TOBAPOB HHOCTPAHHBIX
KOMITAaHUW W BCJIEACTBUE MPEIOCTABICHUS MO JIEKTPOHHOW MOYTE JOKHBIX
O0aHKOBCKUX PEKBU3UTOB Ha CYETAa MOIICHHUKOB MEPEUNCIIAIOTCS JICHEKHBIC
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CPEACTBA CO CTOPOHBI CYOBEKTOB X035 CTBOBAHHS KaK ITOCYyJapCTBEHHOIO, TaK
1 YaCTHOI'O CEKTOpPa SIKOHOMUKH.

Kak ne cmamo scepmeoii kubepnpecmynnenusn?

1. Hukoraa, HUKOMY ¥ HM TIPH KaKHX 00CTOATEIbCTBAX HE COO0IIATD
PEKBHU3UTHI CBOUX 0AHKOBCKHUX CUETOB M DAHKOBCKHUX KapT, B TOM YHCJIE
JUIaM, MPEICTaBUBIIMMCS COTPYAHMKAMU OaHKa UJIU MPaBOOXPAHUTEIbHbBIX
OpraHoB, PU OTCYTCTBUHU BO3MOXHOCTH JJOCTOBEPHO YOEUTHCS, YTO ITH JIFOIU
T€, 3a KOro ce0s BBIJAIOT.

B ciydae moctymiieHusi 3BOHKA «OT COTPYAHHMKA OaHKa» HEOOXOJIMMO
YTOYHHUTH €T0 aMUITHI0, HOMEp TeseOHa, ITOCTIE Yero 3aBePIIMTh Pa3roBOp U
CaMHUM IO3BOHUTH B OaHK.

Heo0OxonuMo mpuHUMAaTh BO BHUMAHHE, YTO PEAIbHOMY COTPYIHHUKY
O0aHKka H3BECTHaA cieayron@as uMHpopMmaiusa: GaMuiaus Aep:KaTess KapThl,
NACIOPTHBIE TaHHbBIE, KAKUE KapThl 0(pOPMIIEHBI, OCTATOK Ha CUEeTe.

He cnenyer coolmats B Tene(OHHBIX pa3roBopax (Jaxe COTPYIHUKY
0aHKa), a TAaK>Ke MOCPEICTBOM OOILEHUS B COI[MATIbHBIX CETSAX: MOJIHBII HOMED
KapTouku, cpok ee nerctBus, kog CVC/CVV (Haxomsmmecss Ha 0OpaTHOM
CTOpPOHE KapThl), IOTUH U APOJIb K UHTEPHET-0aHKHUHTY, TaCIIOPTHBIC JaHHBIE,
KOJI0BO€ ¢JI0BO (1rpoBoit koa) u3 SMS-coobmeHui.

B cnydyae ecnu «coTpynHUK OaHKa» B pasroBope COOOIIAET, UTO C
KApTOUYKOM MPOUCXOAST HECAaHKIIMOHUPOBAHHBIE TpPaH3aKLIMH, HEOOXOAMMO
OTBEYaTh, YTO BbI NMPUJETE B OAHK JIMYHO, — BCE MOJOOHBIE BONPOCHI HY’KHO
pemaTh B OTACICHUU 0aHKa, a He TI0 TeJIeOoHy.

BHUMAHMUME: nomuume, umo compyonuxu OAHKOBCKUX YUPeIHCOeH Ul
HUK020a He UCNOAb3YIOM Ol C8:A3U C KiueHmom meccenoxcepwl (Viber,
Telegram, WhatsApp).

2. J11s1 OCYIIECTBJIEHUS OHJIAWH-TITIATEeXel HEOOXOAMMO UCIOJIb30BaATh
TOJIBKO HaJIe’KHBIE TIATeKHBIE CEPBUCHI, 00513aTeJILHO NMPOBeEPSisi J0MeHHOe
UM pecypca B a/ipecHOil cTpoke Opay3epa.

3. He caeayer XxpaHuth 0aHKOBCKHMe KapTbl, UX ¢otorpaguu u
PEeKBU3UTHI B MeCTaX, KOTOpble MOIYT ObITh JOCTYNHbI MOCTOPOHHUM
JMIAM; 3TO XK€ OTHOCUTCS K (oTorpadusiM U UHBIM BHUJAM HHPOpMaALINU
KOH(UIESHIINATBLHOIO XapaKTepa.

4. CnemyeT BO3AEpPXKMBATHCH OT  OCYIIECTBJICHHMS]  OHJIAMH-
njiarTe;kei, CBA3aHHBIX C MPeJOIJIATOH M MepevYncJeHUeM 321aTKOB 32
TOBapbl M YCJYrH, OJIarOTBOPUTENIBHON U CIIOHCOPCKOM MOMOLM B MOJIb3Y
opraHu3anuii 1 (GU3NYECKUX JIUI] MPU OTCYTCTBUHU JTOCTOBEPHBIX AHHBIX O
TOM, YTO Ha3BaHHbIE CYOBEKTHI SIBIAIOTCS TEMH, 3a KOTO ceOs BbIIAIOT.
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5. He crout mepedncisaTh IeHEKHBIE CPEJICTBA HA CUETa DJICKTPOHHBIX
KOIIIEJIbKOB, KapT-cueTa OaHKOBCKUX TUIATS)KHBIX KapTouek, cueta SIM-kapT
1o npocboe mosb3oBareJieii cetu UHTepHET.

6. lma goctyma K cucTeMaM JAUCTAHIIMOHHOTO OaHKOBCKOIO
oOCIyXUBaHUSl (MHTEPHET-OAHKUHT, MOOWIBHBIM OAaHKHHT), 3JEKTPOHHBIM
MOYTOBBIM AIIMKAM, aKKayHTaM COIHUAJIBHBIX CETEd M HWHBIM pecypcam
He00X0AMMO HCHOJb30BATH  CJOKHBbIE  MApPOJiM, HCKJIIYAIONIue
BO3MOKHOCTb UX MoA00pa. CTOUT BO3AEPKATHCS OT MAPOJICH: IaT POKICHHUS,
UMEH, PaMUIIU —TO €CTh TE€X, KOTOPbIE JIETKO BBIUUCIUTH U3 OOIEOCTYTHBIX
HMCTOYHHMKOB MH(OpMaIuu (Harmpumep, TeX K€ COIUaIbHBIX CETEH ).

7.1Ipm cocTaBiIeHWHM TUIATS)KHBIX JTOKYMEHTOB Ba)KHO TPOBEPATH
MJiaTesKHbIe PEKBU3UTHI MOJIyYATeJIsl J€HEKHBIX CPeICTB.

8. IIpm mocTynieHWH B CONMHMAIBHBIX CETSIX COOOMICHWH OT JIHII,
COCTOSIIIMX B KATETOPUH <«JIPY3bsi», C TPOChOAMU O TIPEAOCTABICHUHU
PEKBU3UTOB OAHKOBCKHMX IUIATE)KHBIX KAPTOUCK He CJieyeT OTBeYaTh Ha
nogo0HbIe COOOIIeHUsI, a HeOoOXOAUMO CBA3ATHCH C JAHHBIMH
M0JIL30BATEJSIMH HANIPSIMYIO TOCPEACTBOM HHBIX CPe/ICTB CBSI3H.

9.IIpu ob6HapyxeHuu ¢akTa B3JIOMa AKKAYHTOB COIMAIBHBIX CETEH
HEO0OXOIMMO He3aMeJIMTEILHO BOCCTAHABINBATh K HUM JOCTYI C MOMOIIBIO
CIIY>KOBbI MOIEPKKHU OO OIOKUPOBATH, a TAKXKE MPEAYNpexaarh 00 3TOM
dakTe 111, C KOTOPHIMU OOIIATMCH TTOCPEICTBOM JIAHHBIX COI[MATIbHBIX CETEH.

10. Heqib3st oTKpbIBaTh (haiijibl, MOCTYNAOIIAE C HE3HAKOMBIX
aJpecoB JJIEKTPOHHON MOYTHBI M AKKAYHTOB MeECCEeH/KEpPOB; HE
NEePEXOAUTH IO CChUIKAM B COOOIIEHHUSIX O MPHU3aX U BbIUTPHILIAX.

11. HeobxomumMo MCHOJIBL30BAaTh JIMIEH3MOHHOE TNPOrpaMMHOeE
o0ecrnevyeHHe, PperyJsipHO OOHOBJISITH NMPOrpaMMHOe olecrnevYeHHe M
ONepPaAlMOHHYK) CHCTEMY; YCTAHOBMTH AHTHBHPYCHYIO NpOrpaMmy HE
TOJIBKO Ha TEPCOHAIBHBIM KOMITBIOTEp, HO M Ha cMapTdOH, TIAHIIET |
PEryJsipHO OOHOBIISTH €€.

12. Cnenyer 03HAKOMHUTb € TMepPeYHCJIeHHBIMH TNpPaBHJIAMH
0€e30MaCHOCTH CBOUX POJACTBEHHHUKOB M 3HAKOMBIX, KOTOpPHIE B CHIIY
BO3pacTa WJIM HEJAOCTATOYHOTO YPOBHS (DPMHAHCOBON T'PAaMOTHOCTH MOTYT
OBITh OCOOCHHO YSI3BUMBI JIsl IEUCTBUM KHOEPIPECTYIMHUKOB.

Kakue cosemwvt moscrno oamo ropuduttecmm Jauuam, umoonl
ooe3onacumo cedsa om mouleHHuyecmea?

1. BbipaboTaTh YeTKHMH IUIAH PpeardupoBaHUsl U O3HAKOMUTH
pabOTHUKOB C TIEPEYHEM CBEJACHUM, OTHOCSIMXCI K KOMMEPYECKOM,
CTykeOHON 1 WHOH TaifHe.

2. MHckawuyuth B CBoOeil  /1eATEJLHOCTHM  HCIOJb30BAHUE
0eCIIaTHBIX MOYTOBBIX CepPBHCOB, a  TaKkxe NPUHUMATH
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JOTMOJIHUTEJIbHBbIE MePbl 3aIIUTHI KOPIOPATUBHOM 3J1€ KTPOHHOM MOYTHI
(moakmrodueHre NBYX(aKTOpHOU ayTeHTHU(HKAIMH, COOII0IeHNE TpeOOBaHU
K CJIOXHOCTU Tapojsi W TMEPUOJUYHOCTA €r0 CMEHBI, HCIIOJb30BAHUE
AHTHUBHPYCHOTO MPOrPAMMHOTO 00SCIICUCHHMS).

3.  HeykocHutenbHO  c00JI0AAaTH  NpPaBHJIA  NMOJb30BAHUSA
CHCTEeMOM M CTAHIIMOHHOT0 0AHKOBCKOI0 00CTyKNBAHMS.

4. Co3naBaTh pe3epBHble KONHMU [JAHHBIX U XpPaHUTh HMX Ha
ChEMHBIX HOCUTEIISIX.

5. IlpoBepsiTb NPaBUJIBLHOCTH ajJpeca JIJIEKTPOHHOW MMOYTHI
KOHTpPAreHTa NpPH TMOJYYEHHMHM U OTHPaBKe COOOIIEHMIl, a TaKxke
NMOJJAEP)KUBATh KOHTAKT € €ro MNpeJACTABHUTEJIeM U COIJIACOBBIBATH
KJII0YeBbIe BONPOCHI JOMOJIHUTEIBHO MOCPEACTBOM HHBIX CPEJICTB CBSI3ZU
(TeneOHHBIX  TEPETOBOPOB, HUCMOJIb30BaHUSI  (HAKCUMMIJIBHON  CBSI3H,
MECCEHKEPOB U TIp.).

6. He ucnoan3oBaTh paGouyue yCTpPOWCTBAa B JMYHBIX LeJsIX, a
CITYKEOHBIE SIIMKUA 3JIEKTPOHHOM MOUYTHI — JIJIsl PETUCTPAIIMUA HA TOPTOBBIX U
pa3BIEKaTEIbHBIX OHJIANH-TUIOMAAKAX.

7. Hamaguth cTporuii aeicTBEe HHbIA KOHTPOJb 32 CO0JII0Ie HUEM
YTBEPAK/JICHHBIX Mep HH(OPMAIMOHHOW 0€30MACHOCTH (COOTBETCTBHUE
IPOrpaMMHOT0 00eCTIeYeHU 1, TPOBEPKA OTCYTCTBUSI HECAHKITMOHUPOBAHHOIO
JOCTYNA K BHEIIHUM WH(POPMAIMOHHBIM pecypcaM U T.1.).

**kk

CoBpeMEHHBII MHUp XapaKTepHU3yeTCs AMHAMUYHBIMHM TJIOOAJIbHBIMU
npoueccamu. COBEpIIEHCTBOBaHUE UH(DOPMALMOHHOM cpepbl U 0OecrieueHue
ee 0e30MacHOCTH CTAHOBUTCS OJAHUM M3 KIIIOYEBBIX MOMEHTOB, BIMSIOIIMX
Ha OOILIECTBEHHOE U roCcyAapCcTBeHHOE pa3BuTue Pecniydnuku benapyce.

B 3TOM CBA3M B HAIllEl CTpaHE YIEIAECTCSA IOBBILIEHHOE BHUMAHUE
O00ECMEUYEeHUI0  3alMUICHHOCTH  MH()OPMALMOHHOTO  IPOCTPAHCTBA,
MH(QOPMAITMOHHOW HHPPACTPYKTYPbI, THHOPMALIMOHHBIX CUCTEM U PECYPCOB.
B yacTHOCTH, OTBETHBIE BEKTOPHI TOCYJAPCTBEHHOW MOJUTUKNA 0003HAYEHBI B
yrBepxkaeHHou 18 mapta 2019 r. Konneniiuu nunpopMariioHHOM 0€301aCHOCTH
Pecnyonuku benapycs. B 1o e Bpemsi, kak ormerui [Ipe3unent Pecrnyonnku
benapycs A.I'.JIykamenko B xone VI Beebenopycckoro HapoiHOTo coOpaHus,
HYXHO HE TOJBKO 00Jiee aKTMBHO BBIBIIATH U MPECEKaTh 3KCTPEMUCTCKYIO,
MOILEHHUYECKYIO U HHYIO HE3aKOHHYIO JIETEIbHOCTh, HO U aKTUBHO paboTaTh
HaJ MOBBIILIEHHEM UH()OPMAMOHHON IPaMOTHOCTH HACEICHUSI.



